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SUPPLY CHAIN LIFECYCLE
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* Supply chain is the network of retailers,
distributors, and suppliers that participate
in the sale, delivery, and production of
hardware, software, and managed
services.

* Supply Chain Lifecycle has six phases.

* At each phase of Supply Chain Lifecycle,
software is at risk of malicious.
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PAST SUPPLY CHAIN
ATTACK & TREN

* Here’s a quick breakdown
of the most impactful supply
chain attacks over the last
decade or so.

* Supply chain attacks are on
the rise. Research shows that
2021 saw a 650% increase
according to Sonatype and
most organizations had
experienced a breach caused
by one of their vendors.
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HWVAC supplier was
compromised, allowing the
attasckers access to POS
devices. Compromising over
40 million credit cards.

ASUS Computer

Compromised manufscturer to
target a pool of specific
customers by delivering
maharare via software updates
signed with

authentic certificates.

Kaseya

Kaseya was breached and
attackers us=d it to distribute a
malicious payload that led
hundred of MEPs to fall vicfim
to REvil ransomware.
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Self-propagsting dats-
destruction mahvare delivered
through a software update from
the developer's compromised
infrastrecture.

Hackers breach Solarwind's
build server add malicious
code which pushed to 12,000
out of 300,000 including LS
govi.

Logdj

Log4j wvulnerability was
discovered and aftackers
started scan and exploit
affected package.
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CDC PRACTICES

* SECURITY OPERATION CENTER (SOC)

PAM EDR VA SIEM

* THREAT MODELING

Functional Security
Geopolitical Risk Assessment

PEN TESTING OF SYSTEMS AND
APPLICATIONS

DYNAMIC APPLICATION SECURITY
TESTING

Vulnerabilities discovery
Software Composition Analysis

AGREEMENT / NDA
Secure Engineering Principle
(Authentication, Authorization and
Session Handling)
Formal Certification Such as I1SO, SOC
Type 2 etc.
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