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What is Supply Chain Security?

 It is an integral part of Supply Chain 
Management

 Focuses on the risk management of 
 external suppliers

 vendors

 logistics 

 Transportation

 Goal
 Identify Risks

 Analyse Risks

 Mitigate Risks

3



Supply chain attack trends
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606%
Increase in attacks on software 

publishers*

162%
Increase in attacks on 

computer 
manufacturers*

263%
Increase in attack on 

computer storage 
manufacturing*

*Netscout’s 2H 2021 Threat Intelligence Report



Notable Supply chain attacks in recent past
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• 18,000 customers affected as per regulatory filing

• Affected clients include multiple Fortune 500 companies and government 
agencies

• Malicious code was implanted into updates of its popular software ORION

Solar winds attack

• Sold $1 billion worth of  counterfeit CISCO Devices

• Customers included health, military and government organizations

• Significant damages to customers due to failures and malfunctions of 
devices

Fake CISCO Devices sold by 
Pro Network

• Infected victims via an automatic software update that delivered the REvil
ransomware

• As per Kesaya, between 800 and 1,500 downstream businesses were 
impacted in the attack

Kesaya Ransomware 
attack

• Supplier of Apple breached by REVIL Ransomware group

• Posted files that contained internal designs of Apple’s hardware

• Demanded $50 million in Ransom
Quanta (Apple) Breach



Threats to Supply Chain

 Physical Threats (Traditional)
 Theft
 Sabotage 
 Terrorism

 Cyber Threats
 Vulnerabilities in IT Systems
 Malwares
 Malicious injected backdoors in open 

source / proprietary software
 Piracy
 Stolen Certificates

 Other Threats
 Third-party software providers
 Data storage solutions
 Development or testing platforms
 Website building services.
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Sources of Supply Chain Risks
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What is the motivation to target Supply Chain?

 Only have to compromise one supplier 
to cause extensive disruption / get 
access to whole chain of organizations

 Target smaller companies in supply 
chain which are less likely to 
implement advance security solutions

 Most companies assess their direct 
suppliers but often overlook sub-
contractors / adhoc suppliers

 Victims with large cyber insurance 
coverage are prime extortion targets
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Examples of Countermeasures
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1

Implement a 
Zero Trust 
Architecture 
(ZTA)

2

Tight control 
on access 
management 
for vendors 
and suppliers

3

Security 
requirements 
are included in 
every RFP and 
contract with 
vendors / 
suppliers

4

Detect vendor 
data leaks and 
vulnerabilities

5

Encrypt Data



Examples of Countermeasures
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6

Use EDR / XDR 
Solution

7

Implement 
attack 
surface 
monitoring 
solutions

8

Identify all 
potential 
insider threats 
and minimize 
access to 
sensitive data

9

Develop and 
implement 
Incident 
response 
process

10

Assess vendor 
security posture 
and validate 
supplier risk as 
on-going process
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