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COVID-19 Pandemic
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Essential Services

• Healthcare

• Banking and Finance

• Telecommunications

• E-Commerce



Risks due to Pandemic 
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Technology Risk
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New Technology adoption without proper assessment

System Upgrades and Updates

BYOD for Remote Connectivity

Remote Access to Critical Assets

Supply Chain Availability

Data Security



Operational Risk
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INSPECTION / 
AUDITS

DOCUMENTS 
NOT STORED 

ELECTRONICALLY

SERVICE DESK 
MANAGEMENT 

INCIDENT 
MANAGEMENT 

INFRASTRUCTURE 
MANAGEMENT

BUSINESS 
CONTINUITY 

PLANS

REGULATORY 
REQUIREMENTS



Cyber Risk

9

Use of Insecure VPN

Malware / Ransomware Attacks

Social Engineering Attacks

Attack on Video Conferencing Services

Unsecure Home Networks

Vulnerabilities in endpoints

Data Breach



People Risk
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MONITORING OF 
EMPLOYEES / 

VENDORS

COMMUNICATION 
WITH TEAM

EMPLOYEE HEALTH EMPLOYEE 
MOTIVATION



Best Practices
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Best Practices
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Multifactor 
Authentication

Security 
Posture Review 

of Endpoints

Periodic 
System 

Updates 

Regular BCP 
Drills

SOC 
Monitoring

Cyber Drills

Backups
Continuous 

Security 
Awareness
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QUESTIONS


